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Abstract—The first standard supporting communication in
wireless body area networks (WBANs) is IEEE 802.15 Task
Groups 6 (TG6). IEEE 802.15.6 is a standard for short-range,
low power, and highly reliable wireless communication in, on and
around the human body. It supports a wide range of applications
in body area networks (BANs) such as healthcare services. In
WBANs, nodes are partitioned into a physical (PHY) layer
and a medium access control (MAC) layer. In this paper, the
MAC and PHY layers are investigated. The different types of
communication supported by this standard, such as narrowband
(NB), ultra-wideband (UWB), and human body communication
(HBC), are further defined here. The security aspect of the
standard is also discussed and investigated. Finally, using the
standard and existing literature in WBAN, open issues and
challenges are identified as a source of future study.
Index Terms—Wireless body area networks; IEEE 802.15.6
standard; Medium access control; Physical layer security; Secu-
rity; Healthcare.
I. INTRODUCTION
An increasing number of people are demanding healthcare
services nowadays. Healthcare services and their technolo-
gies develop around wireless body area networks (WBANs).
WBAN technology allows medical sensors to collect vital
physiological data in, on and around the human body and
transfer it from a source to a destination via low energy com-
munication. This technology helps healthcare service providers
to monitor the state of patients in any time and location [1].
Figure 1 shows the WBAN structure in healthcare areas.
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Fig. 1. WBAN Structure in Healthcare Area
To implement body area networks (BANs) in a success-
ful manner, it is necessary to meet requirements related to
reliability, quality of service (QoS), low power, data rate,
and noninterference. IEEE 802.15.6 was established in 2012
to help meet these requirements [2]. Some other previously
used standards include IEEE 802.11 (which focusses on high
speed communication) [3], IEEE 802.15.1 (which focuses
on close range personal area networks), and IEEE 802.15.4
(which focusses on close range with low power operation)
[4]. In November 2007, IEEE 802.15.6 was created and the
main version of it was presented in 2012. In WBANs, nodes
are partitioned into a physical (PHY) layer and a medium
access control (MAC) layer. The target of IEEE 802.15.6 is to
describe the MAC and PHY layers to provide a certain level of
quality for low power devices in communications surrounding
the human body in order to support WBAN applications such
as healthcare.
Frequency bands in WBANs have to comply with ap-
plicable medical and communication regulatory authorities.
Medical Implant Communications Service (MICS), Wireless
Medical Telemetry Services (WMTS), Industrial, Scientific
and Medical (ISM) and ultra-wideband (UWB) are examples
of frequency bands used around the world for medical pur-
poses. Figure 2 shows the complete summary of frequency
bands used in WBANs [5].
IEEE 802.15.6 supports different frequency bands such
as UWB, narrowband (NB), and human body communication
(HBC) with three levels of security (levels 0, 1 and 2) in terms
of authentication and encryption. The type of application and
requirements of WBAN determine which of these technologies
is suitable for healthcare services. Further considerations about
this are discussed in this paper. The MAC and PHY layers
with their security levels according to IEEE 802.15.6 are also
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Fig. 2. Frequency Bands for WBANs [6]
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described and analysed. Finally, using the standard and existing
literature in WBAN, open issues and challenges are identified
and presented. This paper helps researchers to understand
important concepts of IEEE 802.15.6, as well as existing
challenges in WBANs which should be considered for further
study.
The rest of the paper is organised as follows: IEEE 802.15.6
standard is presented in Section II. Section III describes the
physical layer. MAC layer is investigated in Section IV. The
key security specifications are discussed in Section V. In Sec-
tion VI, existing open research issues and their challenges are
delineated. Finally, conclusions and future work are presented
in Section VII.
II. IEEE 802.15.6 DESCRIPTION
The main issue addressed in this standard is the require-
ment of quality of service (QoS) with limitation of power
in sensor nodes in WBANs [7]. WBANs can be used for
different applications, such as medical, entertainment, and
military applications. In all cases, sensors are attached to the
human body. The sensors should be small in size, consume
low power, be energy efficient [8]–[10], and be comfortable to
wear by humans in any situation.
Generally, WBANs use three types of nodes in order to
communicate in networks: 1) control units (CU), which have
more energy than other nodes for processing capability; 2)
sensor nodes, which have limited power [15], and 3) relaying
nodes, which have enough capacity and energy to transfer
data (e.g., access point and wireless antenna). All nodes are
partitioned into a physical (PHY) layer and a medium access
control (MAC) layer which are described in detail next.
III. PHYSICAL (PHY) LAYER
The main function of the PHY layer is to transform PSDUs
(physical layer service data units) into PPDUs (physical layer
protocol data units). This section explains how PPDUs are
generated. IEEE 802.15.6 introduces three different communi-
cation bands, which are based on the specific requirements
of the application in WBAN. UWB PHY and HBC are
compulsory communications and NB PHY is freewill [11].
Table I summarises the frequency bands and bandwidths of the
different physical layers according to IEEE 802.15.6. These are
explained in more detail next.
TABLE I. FREQUENCY BAND AND BANDWIDTH OF PHY [12]
Human Body Communication (HBC)
Frequency Bandwidth
16 4
27 4
Narrowband Communication (NB)
Frequency Bandwidth
402-405 300
420-450 300
863-870 400
902-928 500
956-956 400
2360-2400 1
2400-243805 1
Ultra-Wideband communication
Frequency Bandwidth
3.2-4.7 499
6.2-10.3 499
A. Narrowband (NB)
The responsibility of NB PHY in IEEE 802.15.6 is the ac-
tivation and deactivation of the radio transceiver, clear channel
assessment (CCA), and transmission and reception of data over
networks. It also provides a way for transforming PSDUs into
PPDUs. Due to the high power of the nodes in NB communi-
cation, it is usually used in on body communication [13]. The
entire device in NB communication can support sending and
receiving data according to the frequencies listed in Table II.
NB PPDU structures are composed of three main compo-
nents: a physical layer convergence protocol (PLCP) preamble,
a PLCP header, and the PSDU. The preamble is added to help
the receiver in packet detection (timing synchronization and
carrier-offset recovery), and the header includes information
required to decode the PSDU at the receiver. NB PHY uses
different modulation schemes, including differential phase-
shift keying (DPSK) and Gaussian minimum shift keying
(GMSK), as shown in Table II.
TABLE II. FREQUENCY BANDS AND MODULATION PARAMETERS FOR
PSDU AND PLCP HEADER ACCORDING TO IEEE 802.15.6 [14]
Frequency Band Band Modulation Packet Component
402-405 MHz MICS pi/M-DPSK PLCP Header, PSDU
420-450 MHz WMTS GMSK PLCP Header, PSDU
863-870 MHz WMTS pi/M-DPSK PLCP Header, PSDU
902-928 MHz ISM pi/M-DPSK PLCP Header, PSDU
950-958 MHz ISM pi/M-DPSK PLCP Header, PSDU
2360-2400 MHz ISM pi/M-DPSK PLCP Header, PSDU
2400-2483.5 MHz ISM pi/M-DPSK PLCP Header, PSDU
B. Ultra Wideband (UWB)
UWB in IEEE 802.15.6 is divided into two categories in
terms of frequency bands: low bands, consisting of 3 channels,
and high bands, consisting of 8 channels. The range of
frequencies in UWB is between 3.1 GHz and 10.6 GHz. UWB
allows high performance for the operation and is available in
all countries (see Figure 2), although some standards have a
different definition of the range of frequencies in different
countries [15]. Channel 2 in low frequency (3993.6 GHz)
and channel 6 in high frequency (7987.2 GHz) are the main
mandatory channel frequencies used in UWB WBAN [11].
In addition, UWB allows communication with the medical
implement communication system (MICS) band [14]. Since the
range of frequencies in UWB is between 3.1 and 10.6 GHz, it
can supply good performance with extremely low power [16].
Table III shows the PPDU structure in WBAN UWB-based
communication. Each PPDU includes the PSDU, physical
layer header (PHR), and synchronisation header (SHR). The
PHR provides information about the data rate in the PSDU,
in addition to the scrambler seed. UWB uses the PHR data
to decode the PSDU at the receiver. The SHR is divided into
preamble (needed for timing synchronization, packet detection,
and carrier frequency offset recovery), and start-of-frame de-
limiter or SFD (needed for frame synchronization). The data
TABLE III. IEEE 802.15.6 UWB PPDU STRUCTURE [12]
Synchronization Header (SHR) Packet Header
Si Si Si Si Si Si S0 S0 PHR Data
Preamble SFD PHR PSDU
Physical,Protocol Data Unit (PPDU)
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rate in UWB is 1 Mbps, but the data rate in the mandatory
channel is 0.4882 Mbps.
C. Human Body Communication (HBC)
IEEE 802.15.6 provides a specification for HBC communi-
cation, which uses a frequency range between 5 MHz and 50
MHz for devices in WBANs. HBC is the first technology that
uses electric field coupling (EFC). This technology consists of
two categories: capacitive and galvanic coupling. Capacitive
coupling is used in HBC to send and receive information, as
well as human body characteristics. The data rate in capacitive
coupling is more than 2 Mbps. HBC PHY uses two bands: 1)
16 MHz, and 2) 27 MHz with 4 MHz bandwidth. Both bands
are valid and used in Korea, United States (USA) and Japan.
The operation band of 27 MHz is also valid in the majority of
European countries.
The HBC PPDU structure is composed of PSDU, SFD,
physical layer, and preamble, as shown in Figure 3. The SFD
and preamble are generated and transmitted in the packet
header. To transmit the header, the preamble is transmitted
four times, while the SFD is transmitted once [17].
Data Rate Pilot Info Sync D BAN ID Reserved
Payload Length CRC
Physical Protocol Data Unit (PPDU)
PSDUPHRSFDPreamble
Fig. 3. IEEE 802.15.6 HBC PPDU Structure [5]
IV. MEDIUM ACCESS CONTROL (MAC) LAYER
The MAC layer is of high importance in IEEE 802.15.6
since it is responsible to control channel access. It provides
the flexibility to make possible time division multiple ac-
cess (TDMA), carrier sense multiple access with collision
avoidance (CSMA/CA), and the combination of TDMA and
CSMA/CA to meet the demand of the applications in WBANs
[18], [19]. The MAC protocol in terms of frame format and
access mechanisms is described next.
A. MAC Format Frame
According to IEEE 802.15.6, the MAC Protocol Data Unit
(MPDU) delivers the data to the PHY service access point
(SAP) by sequence. Each frame in the MAC layer includes
a fixed length header, fixed length frame check sequence
(FCS), and a variable length body. Figure 4 shows the MAC
frame format [20]. Management, data type, and control are
three important components in MAC frames which must be
considered for WBANs.
B. MAC Access Mechanism and Technology in IEEE 802.15.6
In IEEE 802.15.6, the MAC layer channel is divided into
beacon periods (or superframes) of equal length. The hub
(coordinator) is in charge of choosing the period limits for
Fig. 4. MAC Frame Format [5]
the superframes in order to enable device synchronization and
network association. Based on this, the MAC layer provides
three access modes coordinated by the hub: beacon mode
with superframe boundaries, non-beacon mode with super-
frame boundaries, and non-beacon mode without superframe
boundaries. These are explained in detail next [21]:
• Beacon mode with superframe boundaries: As shown in
Figure 5 [17], [23], in this mode the beacon is transmitted in
the first period. During transmission of the beacon frame, a
common time is set up to make possible the time reference
allocation. According to Figure 5, the structure is separated
into exclusive access phase (EAP) 1 and 2, random access
phase (RAP) 1 and 2, as well as contention access phase
(CAP). In MAC, CSMA/CA or slotted aloha could be
used during RAP, EAP, and CAP [21], [22]. The allocation
intervals in the managed access phase (MAP) along with
the corresponding access methods through which they are
obtained are illustrated in Figure 6.
• Non-beacon mode with superframe boundaries: Beacons
do not need to be transmitted in this mode, but there is
time referencing, and superframe and allocation slots are
set up. The coordinator supplies unscheduled frame of type
1 or type 2. Figure 7 shows the non-beacon mode with
superframe boundaries [5], [22].
• Non-beacon mode without superframe boundaries: In
the non-beacon mode without superframe boundaries, MAC
does not need to supply time referencing. Therefore, bea-
cons are not transmitted and it is not necessary to set up
superframe and allocation slots. In this mode the coordinator
supplies unscheduled frame only of type 2. Figure 8 shows
the non-beacon mode without superframe boundaries [5],
[21], [22].
Fig. 5. Layout of Access Phase in Beacon Mode with Superframe Boundaries
[17]
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V. SECURITY
In WBAN, secure and unsecured communication is sup-
ported by IEEE 802.15.6. Control units (CUs) and sensor
nodes in WBANs use different conditions to secure communi-
cation at different levels in MAC. The TG6 standard uses three
security levels to secure communication, which are called level
0, 1 and 2. These levels have specific properties, frame format,
and levels of protection [24], [25].
• Level 0 - unsecured communication: Level 0 is the
lowest security level in IEEE 802.15.6. In this level, the
data is transmitted without any security mechanism [25]. In
addition, the messages are not supplied with data authen-
tication and integrity, or reply defence, privacy protection,
and confidentiality [22].
• Level 1 - authentication only: Level 1 is an average
security level in IEEE 802.15.6, in which messages are
transmitted in a secure manner but without any encryption
mechanism. This level does not supply privacy protection
and confidentiality. Reply defence, integrity, and message
authentication are supported in level 1 [25].
• Level 2 - authentication and encryption: Level 2 is the
top security level in IEEE 802.15.6 and supplies secure
communication using encryption frame and secure authen-
tication. This level supplies a solution to solve all the
existing problems mentioned in the previous levels (i.e.,
integrity, reply defence, confidentiality, privacy protection,
and message authentication) [22], [25].
In WBAN communication, when a node or control unit
wants to join a new network or leave its network, it should
choose one security level to meet essential security require-
ments as mentioned above. In addition, it should check the
authentication requirement during the transmission. A unicast
communication establishes a new master key (MK) in WBANs.
For multicast communication, the control unit shares a group
temporal key (GTK) between different parties in WBANs.
Figure 9 shows how various components in WBAN such as a
node and control unit should follow the security model in IEEE
802.15.6 standard. In addition, this figure shows the validity
of the temporal key (TK) in a unicast communication [26].
VI. OPEN RESEARCH ISSUES, CHALLENGES AND
OPPORTUNITIES
IEEE 802.15.6 is a new standard for WBANs which assists
healthcare service providers to monitor patients in any time and
location. The target of this standard is to help provide a certain
level of quality for low power devices in communications
surrounding the body. This standard deals with particular
WBAN requirements such as security, energy consumption,
range of communication, coexistence, scale of network and
data rate [1].
In the past, a number of researchers have focused on
analysing WBAN requirements from an IEEE 802.15.6 per-
spective. Most existing studies focus on energy consumption,
range of communication, coexistence, scale of network and
data rate [27]. Just a few studies have addressed the security
and data flow issues. To identify the open issues in IEEE
802.15.16, security and data flow requirements are described
next.
IEEE 802.15.6 encourages researchers to investigate the
interaction among a variety of parties in the healthcare area. It
is important to understand and identify how data is transmitted
from sensors attached on the body to particular databases such
as medical servers in hospitals or the cloud. The data flow is
the best indicative to understand all this. The data flow model
in WBAN is still an open issue and by addressing it, some of
the existing problems such as coexistence can be mitigated.
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Keeping in mind the characteristics of the standard under
discussion, it is necessary to develop new security and privacy
mechanisms to meet WBAN requirements. As presented in the
previous section, three levels of security (levels 0, 1 and 2) are
defined by this standard to encrypt and authenticate the frames
over the networks. A number of researchers have proposed
security models based on this standard [28]. In WBANs,
the most common approaches to secure communication are
based on DifeHellman (DH) or Elliptic Curve DifeHellman
(ECDH) key agreement protocols [29]. However, DH and
ECDH protocols result in high communication and computa-
tion loads, since they need complex exponentiation operations.
In addition, the average time to execute these protocols on
sensing devices is high, which makes them unsuitable for
WBANs. To overcome these problems, physiological signal
characteristics can be used to generate secret keys based
on biometric values [30]. However, additional hardware is
required for this purpose, which makes it unsuitable due to the
resource limitations in WBANs. Recently, a few researchers
have investigated how to generate secret keys for wireless
channels to help achieve perfect secrecy between two devices
[31], [32]. In a communication between two sensors, the
channel responses between them are unique because of their
specific location and motion in the environment. Based on this,
the sensors can generate a unique key, and a third party should
be unable to generate a similar key. Based on this knowledge,
the best way to encrypt data between different parties is to
investigate the characteristics of properties of the wireless
channel such as the received signal strength indicator (RSSI),
and explore the process of key generation based on received
signal strength (RSS) measurement. This can be achieved using
the RSS measurement in the wireless channel between two
sensor devices to generate an appropriate number of 128-bit
symmetric secret keys. Using the characteristics of the wireless
channel can help researchers to reduce the power consumption,
which is the main limitation of sensors in WBANs.
VII. CONCLUSIONS AND FUTURE WORK
WBAN is an emerging technology which helps healthcare
service providers to improve the quality of life. In 2012,
the standard IEEE 802.15.6 was established to help meet
the requirements of WBANs in terms of reliability, quality
of service, low power, data rate, and noninterference. In this
paper, the MAC and PHY layers of WBAN nodes as described
in IEEE 802.15.6 have been investigated. The different types
of communication supported by this standard (NB, UWB, and
HBC) have been described, as well as the access mechanisms.
The security aspect of the standard has also been discussed.
Keeping in mind the standard and other existing literature, it
has been concluded that data flow and data security are still
challenging in healthcare related applications in WBANs.
This paper is a useful reference to understand the major
concepts of IEEE 802.15.6 standard, as well as the open issues
and challenges to be solved. It is also believed that this study
will be used in the future development of WBANs in terms of
increased security and privacy between different parties.
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